Pagel Lg 50

July 13, 2000

FOREWORD

Six months ago, the National Comm:ssmn on Terrorism began 1tsf Congressionally mandated, i
L venting and punishing terrorism directed at Amesican.

M . e, theCorriinissin ech Wmeﬂcmsﬁategesand
’_@%ale’bgswﬁlly on the right frack, significant aspects of implementation &t W_—
“Thus, this report does not attempt to descibe all American counterterronsm activities, but mstead
concentrates onprgb!gmmwmommended changes. Wex righ to-note, owever-thatimthes

—-—.___...

DE-OUL.AS .u-.ma- e oRineq renesweq-g ftdenee-1n f:i -( gna-degication ot AmertCatis=wilo

gtan onthe [ _m nst-terrarism.

ion oached issues a differéqf perspectiv¢. If any!
entherep on his or erown,lt ght not bef{dentical twhlc we are

—

y Ho
8 repo

ttp://www.ict.org. 1lldocumentslducumentdet cfm?docld——36 % 112200 1\
A pt

a proces eration, v reached ghe co




Countering the Changing Threat of International Terrorism / Page 10 of 50
) /

tial mfonnant'
i ehn An1995 in rﬁsp
e guldelmﬁs
ts who fay have b

d elayed/vigorous ¢ffo s to
a clim eﬂ'lat/is !

z Vi
rm,ant gSnot ta:;n

crime may co rrut

brmants. That di
of assessing such

informants will apply.

The Federal Bureau of Investigation (FBI), which is responsible for investigating
terrorism in the United States, also suffers from bureaucratic and cultural obstacles to
obtaining terrorism information.

The World Trade Center bombers and the foreign nationals arrested before the millennium
sought to inflict mass casualties on the American people. These incidents highlight the
importance of ensuring that the FBI's investigations of international terrorism are as
vigorous as the Constitutionallows.

% interDatn : deﬁned a5 tetrorism occurring outside the United States or

\ transcending national boundaries. %mécs_ufien'onsm is governed by the Attorney General

\ guidelines on General Crimes, Rac ring Enterprise and Domestic Security/Terrorism
Investigations (domestic guidelines). The domestic guidelines would apply, for example, to

! an investigation of a foreign terrorist group's activities in the United States if the FBI does

! not yet have information to make the international connection required for the Fl guidelinﬁ.

i

S

WM’ s set forth the standards that must be met before the FBI can open a
preliminary inquiry or full investigation. The domestic guidelines authorize a prelmnnary
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. inquiry where there is information or an allegation indicating possible criminal activity. A
full investigation may be opened where there is a reasonable indication of a criminal
j violation, which is described as a standard "substantially lower than probable cause." \D*/b

e domesﬁc and Fl guidelines provide the FBI with sufficient legal authority to conduct its
inves ...,, 3 maly SHUANONS, TOWETSIgUonls are unsure as to wheiher te g
Shces of a particular case allow the authority to be ipvoked §This 1ack @ clarity
utestoan k-averse culture that causes some agents to refrain from taking prompt
agamstsuspectedterronsts

1995, largely in response tg.the

8 agents S appli
\“ﬂ gmdelmes Neither the DoJ nor the FBI has attempted to cianfy the FI g;ndehn@ for
0! 'international terrorism investigations, _

o -
Recommendation:
SR
o The Attorney General and the Director of the Federal Bureau of Investigation
should develop guidance to clarify the applicaﬁon of both sets of gmdehnes

This guidance should specify what facts and circumstances merit the opening
of a preliminary inquiry or full investigation and should direct agents in the.
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~ / ??( The Department of Justice applies the statute governing electronic surveillance and 5 5 f[
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physlcal searches of international terrorists in a cumbersome and overly cautious
manner..

v ! Commissioner Kayyem did not concur with the content of this section. M

. t to the Foreign Intefligence Surveillance Act (FISA), the FBI can obtain a court ?a'

¥ex, for electronic surveillance and physical searches of foreign powers, including groups )
eng in international terrorism, and agents of foreign powers.
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SA apphcatlons in the same. way that the Cnmmal Division of ﬂ'
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beli oi jti cal-pennanent resident of the United -States i3
! __amember-o ar-international-ter :—-=-:ﬂ--e'-i".==: ratio [, I DA T NOWeVE! [ |' R ‘¢| ire ‘
evidence of wronedoina or specific knowledse ef the-group's terrorist intentions-in-addition
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i ConrtJAlso, OIPK does not gener Ty oS ier TIPSt aCIVITES Of the survelllance
target reicvant in determining whether the FISA probable cause test is met.
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the period leading up to the millennium, the FISA application process was
. tegarilined. Without lowering the FISA standards, applications were submitted to the FISA
ot by Dol promptly and with enough information to establish probable cause.

Recommendations:
/Hle ‘J, o The Attorney General shouid direct that the Office of Intelligence Policy and
t_’

Review not require information in excess of that actually mandated by the
probable cause standard in the Foreign Iﬁtelhgence Surveﬂlance Act statute,

@5 VL_ /47& o To ensure timely review of the Foreign Intelligence Surveillance Act
;L applications, the Attorney General should substantlally expand the Office of
er [,Q mﬂ@ Intelligence Policy and Review staff and direct if to cooperate with thie Fedéral
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665 Biiféau of Investigation. L
k
The risk of personal liability arising from actions taken in an official capacity
http:/fwww.ict.org.il/documents/documentdet.cfm?docid=36 ' 11/22/00
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. discourages law enforcement and intelligence personnel from taking bold actions to
{_\ combat terrorism.

FB] special ggents andhCIA officers in the field should be encouraged to
\ris’ to copibat terrofism without fear of being sded\{ndividually for officially authorized
activities, However/ governmentyepresentatigh is not, always availab}é to such agents an
efﬁ er's wher theyare fued. AS ajresult, FBY special agents and CLX officers|are buyin
2l/liability insurdnce, which provide$ for privatd representation in such suits.

By recent statufe, federal sgencies\must/reimburse up td one hgif of the cost ¢f p
liability insurante to lawenforeament Officers and managers Or supervisors.

Recommendation:

o ongrsss d amend the statute to mandate fifil reimbursément of the cdsts

of perspnal/liability inkurange for Federa)Burgu of Investigation special 4
agents and Cenn'al Intelligénce Agency officers in the field who are combatihg
terrorism.

e ————

ovide Resources and Capabi!_itié;_t"o Exploit Fully Informationon Terrorists-—-.-
A

5U.S intelligence and law enforcement communities lack the ability to prioritize,
translate, and understand in a timely fashion all of the information to which they
have access.”

d/ i jves. Whlle there may well be information
stored away in an euclypted ﬁle that could prevent the next terrorist attack, it is far more
difficult to find that one file quickly out of the hundreds that may be stored on the terrorists'

v’ M “ computers. To determire what is relevant,counterterrorism agencies must be able to process
volumes of information— this can mean decrypting it, translating it, and perhaps making
. sense of conversations using code words. Until the information is in plain English, it is
/ﬁffnost impossible to determine whether it is relevant to a terrorism operation.
The ability to exploit information collected-- process it into understandable information and
prioritize it-- is essential to an effective global counterterrorist program. Intelligence derived
from modern communications sources can provide indispensable warning and supports all
aspects of the government's counterterrorism program, including military and law

«{L enforcement operations. Such intelligence is a necessary complement to that derived from
human sources.

‘keeping pace with the information revolution. The National Security Agency (NSA) is
America's most important asset for technical collection of terrorism information, yet it is
losing its capability to target and exploit the modern communications systems used by
terrorists, seriously weakening the NSA's ability to warn of possibie attacks. The Senate
Select Committee on Intelligence established a Technical Advisory Group whose recent

/ m Unfortunately, this is an area where the United States, like other nations, is having trouble
; \ ﬂl‘ g
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prepared to prevent and respond to this kind of catastrophic terrorism,
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Recommendations:

o The President should direct the pr i on the implementation
of existing legal authority necessary to address effectively a catastrophic
terrorist threat or attack. The manual should be distributed to the appropriate
federal, state, and local officials and be used in training, exercises, and _

mrogmns
eoucational progeams.
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