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FOREWORD 

Six months ago, the National Commission on Terrorism began itdCon 
not America's laws, policies and pra veering and puma ng tetronsm recce  en art , 

erican strategies and 
3jgii  are basically on the right track, significant as acts of im  lementation aze senor deficient. 

"Thus„ this report does not attempt to descri a all American countertenrnism activities, but instead 
concentrates on . robl - . :. : and rcommended changes. 
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The Federal Bureau of Investigation (FBI), which is responsible for investigating 
terrorism in the United States, also sutlers from bureaucratic and cultural obstacles to 
obtaining terrorism information. 

The World Trade Center bombers and the foreign nationals arrested before the millennium 
sought to inflict mass casualties on the American people. These incidents highlight the 
importance of ensuring that the FBI's investigations of international terrorism are as 
vigorous as the Constitutionallows. 

The FBI's terrorism investi 'ons are governed by two sets of Attorney General ,guidelines. 
The guidtnes for Forei telIigence Collection an ne.
Investigations (FI gwdelines), which are classified, cover_the_FBrsinvestigations_oL.. 
i iii dThiëdii1ëfrönism occurring outside the United States or 
transcending national boundaries. omestic terrorism_ is governed by the Attorney General 
guidelines on General Crimes, Rack e ii g Enterprise and Domestic Security/Terrorism 
Investigations (domestic guidelines). The domestic guidelines would apply, for example, to 
an investigation of a foreign terrorist group's activities in the United States if the FBI does 
not yet have information to make the international connection required for the Fl guidelines. 

tth -$ut  tetimes set forth the standards that must be met before the FBI can open a 
preliminary inquiry or full investigation. The domestic guidelines authorize a preliminary
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inquiry where there is information or an allegation indicating possible criminal activity. A 
full investigation may be opened where there is a reasonable indication of a criminal 
violation, which is described as a standard "substantially lower than probable cause." 

domestic and Fl guidelines provide the FBI with sufficient le_': authority to conduct i 
f", , . • • , :u a, r: aXt nnatn'e :7: s r mC 

ces of a articular case allow the authority to be invok T is lac c clarity 
n i utes to a risk-averse  that causes some agents to refrain from taking prompt 
on against suspected terrorists. 

1995, largely in response t aboma City bombinQandindic 1s that rnnfusinn 

was inhibiting investigation the Department of Justice (DoJ) issued a memorandum to the 
r~

~ 1
/ FB eta orrices attempting to clarify the circumstances that would merit openin a J 

p preliminary inquiry and full investigtion under the domestic idelin eless, there 
G still considerable conThston amonglhe FBIfceld agents a abdmfliication of the 

guidelines. Neither the DoS nor the FBI has attempted to ciari& the FI guidelines for . --
1)i ,P 11 ' international ~ten-onsm mvesugations._ 

Recommendation: 

o The Attorney General and the Director of the Federal Bureau of Investigation 
should develop guidance to clarify the application of both sets of guidelines. 
This guidance should specify what facts and circumstances merit the opening 
of a preliminary inquiry or full investigation and should  dot  agentc in the 
field to investi . to terrorist activitysigorrntsly, 74ing the Dill extentntttheir—

ority. 

The Department of Justice applies the statute governing electronic surveillance and 
physical searches of international terrorists in a cumbersome and overly cautious 
manner) 

to m 
D 

t Commissioner Kayyem did not concur with the content of this section. 

t to the Foreign Intelligence Surveillance Act (FISA), the FBI can obtain a court 
for electronic surveillance and physical searches of foreign powers, including groups 
gd in international terrorism, and agents of foreign powers. 
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cations to ~t esame .way-that the CriminaLDivisi ~> f 

For in 
a andzlevelopẁays to 
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Dtiiin the period leading up to the millennium, the FISA application process was 
std' lined. Without lowering the FISA standards, applications were submitted to the FISA

` zrtby DoJ promptly and with enough information to establish probable cause. 

Recommendations: 

o The Attorney General should direct that the Office of Intelligence Policy and 
Review not require information in excess of that actually mandated by the 

fv,L/  probable cause standard in the Forei ii1l telligence Surveillance Act statute. 

7 o To ensure timely review of the Foreign Intelligence Surveillance Act 
applications, the Attorney General should substantially expand the Office of 
Intelligence Policy_ and Review stair and direct it to cooperate withthe Fedeial 
Bureau of Investigation. 

The risk of personal liability arising from actions taken in an official capacity 

http://www.ictorg.il/documents/documentdet.cfm?docid=36 11/22/00 



Countering the Changing Threat of International Terrorism Page 13 of 50 

discourages law enforcement and intelligence personnel from taking bold actions to 
combat terrorism. 
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3U.S. intelligence and law enforcement communities lack the ability to prioritize, 
translate, and understand in a timely fashion all of the information to which they 
have arrest !° 

errorists are using the same modem computer and communications technology as the rest 
of us, resulting in more infonnation being collected. For exam .le : raid on a terronst 

-Tdir Bout is lncreaslngly likely to re • t in 'e seizure o ' ea corn • uters. • •' TO Ius 
finding a tew handwritten noteboo&ii auarcss-000fs, counterterrof5m authorities are 
Ted with cozens ofCA-Roms and hard drives. While there may well be information 
stored away in an encrypted file that could prevent the next terrorist attack, it is far more 
difficult to find that one file quickly out of the hundreds that may be stored on the terrorists' 

' computers. To determine what is relevant,counterterrorism agencies must be able to process 
volumes of information- this can mean decrypting it, translating it, and perhaps making 
sense of conversations using code words. Until the information is in plain English, it is 

` ~ ost impossible to determine whether it is relevant to a terrorism operation. 

/ The ability to exploit information collected- process it into understandable information and 
prioritize it- is essential to an effective global counterterrorist program. Intelligence derived 
from modern communications sources can provide indispensable warring and supports all 
aspects of the government's counterterrorism program, including military and law 

g7h enforcement operations. Such intelligence is a necessary complement to that derived from 
human sources. 

Unfortunately, this is an area where the United States, like other nations, is having trouble 
keeping pace with the information revolution.The National Security Agency (NSA) is 
America's most important asset for technical collection of terrorism information, yet it is 
losing its capability to target and exploit the modem communications systems used by 
terrorists, seriously weakening the NSA's ability to warn of possible attacks. The Senate 
Select Committee on Intelligence established a Technical Advisory Group whose recent 

http://www.ict.org.il/documents/documeutdet.cfin?docid=36 11/22/00 



Countering the Changing Threat of International Terrorism Page 27 of 50 

Recommendations: 
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o The President should direct the prepares anon of amanual on the implementation 
of existingjgal author y necessary to address effectively a catastrophic 
terrorist threat or attack. The manual should be distributed to the appropriate
federal, state, and local officials and be used in training, exercises, and 
e ucational programs. 
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