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Good morning, Mr. Chairman and members of the Subcommittee. | am pleased to
have this opportunity to join Attorney General Reno and Secretary of State Albright in
discussing the threat to the United States posed by terrorists both abroad and at
home. ’

At the outset, | would like to thank you and the Subcommittee foryour extraordinary
support for the FBI's counterterrorism programs and initiatives” Over the past several
years, you have generously provided us with additional agents, technicians, and
analysts, as well as the technical and forensic tools, thatallow us to respond quickly
and effectively to acts of terrorism against the United-States and its citizens wherever
they occur -- including, most recently, in Dar es Safaam, Tanzania, and Nairobi,
Kenya. Annual funding for the FBI's Counterterrorism program has grown from $78.5
million in 1993 to $301.2 million in 1999. The'number of agents funded for
counterterrorism investigations has growsr from 550 in 1993 to 1,383 in 1999. You
have also provided additional funding f6r many programs in the FBI Laboratory and
Critical Incident Response Group thét directly support the FBI's capability for
responding to the threat and acts6f terrorism. | am confident that our efforts will justify
your past commitment and coptinued support to this important area of the FBI's
responsibility.

| would also like to co enrld/rﬁe Subcommittee for its leadership in directing the
preparation of the 5-year ipteragency plan that was submitted to the Congress on
December 30, 1998. As you are aware, the preparation of the plan coincided with the
preparation of two majér Presidential Decision Directives regarding counterterrorism
(PDD-62) and criti

infrastructure protection (PDD-63). The plan was also prepared
at the same tim

e FBI and many other agencies were responding to the terrorist
bombings of United States Embassies in East Africa. | believe the Subcommittee will
find the recemmendations of the plan to be particularly timely, consistent with these
recent exécutive orders, and reflect many of the lessons learned from our most recent
experiefices. 7

To help put today's discussion in perspeetive, | would like to start with 2 summary of
the FBI's deployment and investigatiori of the recent terrorist bombings in East Africa
and follow with an assessment of #fe current international and domestic terrorist
threat and lessons learned froprour recent experiences. Finally, | would like to
describe current FBI counteptérrorism initiatives, including those proposed in our 2000
budget request to Congr

The Bombings in East Africa O}
On August 7, 1998, at approximately 10:40 a.m., local time, a bomb exploded near

the United States Embassy in Dar es Salaam, Tanzania. Almost simultaneously, a
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Legal Attache from Pretoria with Kenyan authorities was instrumental ﬁ;ftﬁt country's
decision to allow the removal of two suspects for prosecution in the.United States. We
were also able to conduct investigation and searches in severga,l,oﬂ'ler countries and

O locations. -

As a result of these investigative efforts, 11 individuals associated with al-Qaeda,
including Usama bin Laden, have each been indicted for conspiracy to kil United
States nationals, the bombings of the United States Embassies in Tanzania and
Kenya, and murder. One other individual, atSo an ai-Qaeda member, has been
indicted for conspiracy to kill United Stat€s nationals, perjury before a Federal Grand
Jury, and lying to a Special Ager&\g/rﬁ?& FBI. The progress and results that have been
obtained in this case are the resul of cooperation among many agencies, including
the FBI, the Criminal Division,the United States Attorneys' offices in New York City
and Washington, D.C., the £entral Intelligence Agency, the Department of State, and
Deparntment of Defense, Morking together unselfishly in response to brutal acts of
terrorism committed against the United States. Unfortunately, the bombing of United
States Embassies )r( East Africa is only the iatest in a series of infernational terrorist
incidents difECE(/Ed' against United States interests and policies.

The International Terrorist Situation

The current international terrorist threat can be divided into t@@
that represent a sericus and distinct threat to the United States. These categories
also reflect, to a large degree, how terrorists have adapted their tactics since the

1970's by learning from past successes and failures, from becoming familiar with law
enforcement capabilities and tactics, and from exploiting technologies and weapons
that are increasingly available to them in the post-Cold War era.

4
The first threat cat ; ors of terrorism, violates every convention of ﬂlfﬂ
international lavw State sponso rrorism currently designated by the Department 7 ﬂ’ /
of State are: iran, X id@, Sudan, Libya, Cuba, and North Korea. Put simply, these e

nations view terrorism as a tool of foreign policy. In recent yvears, the terrorist activities  ~

of Cuba and North Korea appear to have declined as the economies of these

&2

countries have deteriorated. However, the terrorist activities of the other states |

mentioned continue, and in some cases, have intensified during the past several

years.

The second category of the/nternational terrorist threat is represented by more formal o
terrorist organizations. Thes 1emous, generally transnational, organizations -

have their own infrastructures, personnel, financial arrangements, and training ,}

facilities. These organizations are able to plan and mount terrorist campaigns on an
international basis and actively support terrorist activities in the United States.

Extremist groups s sbanese Hizballah, the Egyptian Al-Gama' Al- Islamiyya,

and the Palestiniai{ Hamas Bave supporters in the United States who could be used

to support an act ofterrorism here. Hizballah ranks among the most menacing of g
these groups. It has staged many anti-American attacks in other countries, such as / ?«1,7/’,74( 6
the 1983 truck bombings of the United States Embassy and the United States Marine ‘—,’4 f -
Corps barracks in Beirut, the 1984 bombing of the United States Embassy Annex in '

Beirut, and the 1985 hijacking of TWA Flight 847 during which United States Navy

diver Robert Stehem, a passenger on the flight, was murdered by the hijackers.

Elements of Hizbaliah were also responsible for the kidnaping and detention of United

States hostages in Lebanon throughout the 1980's.

The activities of American cells of Hizballah, Hamas, and Al Gama' Al Islamiyya
generally revolve around fund-raising and low-level intelligence gathering. in addition,
there are still significant numbers of Iranian students attending United States
universities and technical institutions. A significant number of these students are
hardcore members of the pro-iranian student organization known as the Anjoman
Islamie, which is comprised almost exclusively of fanatical, anti-American, Iranian
Shiite Muslims. The Iranian Government relies heavily upon these students studying
in the United States for low-level intelligence and technical expertise. However, the
Anjoman Islamie also represents a significant resource base upon which the

government of iran can draw to maintain the capability to mount operations against

O the United States, if it so decides. ——
The third category of international terrorist threat stems froly el ed/ 67) 5 f
extremists, characterized by rogue terrorists such as Ramzi Ahmed Yousef and
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international terrorist financier Usama bin Laden. These icosely affiliated extremists
may pose the most urgent threat to the United States because these individuals bring
together groups on an ad hoc, temporary basis. By not being encumbered with the
demands associated with maintaining a rigid, organizational infrastructure, these
individuals are more difficult for law enforcement to track and infiltrate. Individuals
such as Ramzi Yousef and Usama bin Laden have also demonstrated an ability to
exploit mobility and technology to avoid detection and to conduct terrorist acts.
Fortunately, in 1995, we were able to capture Yousef and return nim to the United
States to stand trial for the February 1993 bombing of the World Trade Center and the
conspiracy to attack American aircraft overseas. Yousef was convicted in two trials
and sentenced fo life imprisonment.

The FB! believes that the threat posed by international terrorists in each of these

categories will continue for the foreseeable future. As attention remains focused on

Usama bin Laden in the aftermath of the East African bombings, | believe itis

important to remember that rogue terrorists such as bin Laden represent just one type

of threat that the United States faces, It is imperative that we maintain our capabilities

tSo ctounter the broad range of international terrorist threats that confront the United
tates.

For many of us in this room, the threat of international terrorism was literally brought
hame by the World Trade Center bambing in February 1923. Although the plotters
failled in their attempt to fopple one of the twin towers into the other, an outcome that
would have produced thousands of casualties, they succeeded in causing millions of
doliars worth of damage in a blast that killed 6 persons and injured more than 1,000.
After his capture in 1995, Ramzi Yousef, the convicted mastermind behind the New
York City bombing and other terrorist acts, conceded fo investigators that a lack of

funding forced his group's hand in plotting the destruction of the World Trade Center.
Running short of money, the piotters could not assemble a bomb as large as they had )i
originally intended. The timing of the attack was alsa rushed by a lack of finances. ~ {'),;.- 2 E-I&f e
incredibly; the plotters" desireto-recoup-the deposit fee on the rental truck used to v [ W_ 8
_-ransport the bomb helped lead investigatars to them. A§homible as that act was, £ ey
. // could very well have been much more devastating. - oy 4
/ n We are fortunate that in the nearly six years since the World Trade Center bombing, g3 » i
no significant act of foreign-directed terrorism has occurred on American soil. At the W 5
same time, however, we have witnessed a pattern of terrorist attacks that are either / ;Ql(f .

{
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directed at United States interests or initiated in response to United States
Government policies and actions. Amorng these acts are: é. 1}4& &u-vL)

several others by Mir Amal Kasi in Langley, Virginia;

g}ﬁghe March 1995 attack against three employees of the United States consulate in ,

Karachi, Pakistan, which resulted in the deatis of two Americans;

o the July 19395 hostage taking of four western fourists, including an American, by
terrotists in Kashmiri, India;

o the piot by Shayk Omar Abdel Rahman and his followers to bomb several New York
City landmarks, including the United Nations building, the Holtand and Lincoln
Tunnets, and federal buildings;

_5/ o the November 1895 bombing of a Saudi Arabian Nationat Guard building in Riyadh,

Saudi Arabia, which resulted in the deaths of five United States citizens assigned to
the United States military training mission to Saudi Arabia;

!
{
!
$
H
,{; / 7 o the June 1986 bombing at the Al-Khobar Towers, Dhahran, Saudi Arabia, which

resulted in the deaths of 19 United States servicemen and the injuty of 240 ather
railifary personnel and dependents;

o a plot led by Ramzi Yousef to destroy numerous United States air carriersin a
simultaneous operation;

o aplot, also led by Ramzi Yousef, to kidnap and kill United States dipiomats and
foreign officials in Pakistan;

o the November 1997 ambush and massacre of foreign tourists in Luxor, Egypt, which
appears to have been undertaken to pressure ihe United States Government to
release Shayk Rahman from federal prison;

L[ o the November 1997 murder of four United States businessmen and their driver in @

Karachi, Pakistan, believed to be in retaliation against the FBI's capture and rendition .
of Mir Amal Kasi; i

e
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o the kidnaping of seven Americans during 1998 in Colombia by terrorists groups,
bringing to 92 the total number of United States citizens reported kidnaped in that
country between 1980 and 1998, of which 12 Americans have died in captivity; and

o the December 1998 kidnaping of a group of western tourists, including two
Americans, by terrarists in Yemen, during which four hostages were killed and one
American hostage wounded when Yemeni securily forces attempled a rescue
aperation,

As these examples illustrate, the threat of terrorism is real both at home and abroad.
Usama bin Laden readily acknowledges trying to obtain chemical and biologicai C
weapons for use in his jihad, or holy war, against the United States. We also know . ) ’
that domestic terrorist groups have also expressed interest in chemical and biological .
agents. The willingness of terrorists to carty out more large-scale incidents designed
for maximum destruction places a larger proportion of our population at risk. Toda

i in_activities as routine as working in an office building, commuting

to and from work, or visiting museums and historical sifes in foreign langs, can
hecome random victims in a deadly game acted out by inferngtional ([erfornsis.
America's democrafic tradition and global presence make United States citizens and
interests targets for opportunists who are wiiling to shed the blood of INAGCEnts Tor,

their causes.

Responding fo the Threat of International Terrorism

-

-

/
The United States has developed a strong response ta internationial terrarism.
Legislation and Executive Orders enacted over the past 15 years have strengthened
the ability of the United States Government t%gytect’ﬁs citizens through five
affirmative ways: diplomacy, sanctions, covert-operations, milifary options, and law
enforcement actions, For this, the Con S and the Executive Branch deserve the
gratitude of the American people. tannot accurately gauge how many potentiial
strikes our government's strong stand against terrorism has discouraged. We can,
however, measure with considerable satisfaction the success we have had in
preventing plots detected.iri the planning stages and our successes in investigating,
locating, apprehending; and prosecuting individuals who have carried out terrorist
activities. | would liké to highlight two aspects of this response, renditions and fund
raising, that demanstrate the commitment of the United States Government to
combating t? rism,

During the past decade, the United States has successfully obtained custody of 13
suspected international terrorists fromn foreign countries to stapd-irfal in the United
States for acts or pianned acts of terrorism against our citizehs. Based on its policy of
treating terrorists as criminals and appiying the rul aw against them, the United
States is one of the most visible and effective fer€es in identifying, locating, and
apprehending terrorists on American sofl overseas. The majority of terrorist
renditions have been accomplished witt{ the cooperation of the foreign government in
which the terrorist suspect was losated. Amang the individuals recently returned to
the United States by this process have been Mir Amal Kasi, who shot and killed two
Cenfral Intelligence Age?.y’employees in Langley, Virginia, in 1993, and who was
rendered from Afghanistan to the United States in 1897, and Tsutormo Shirosaki, a
Japanese Red Army-rhember, who was rendered to the United States in 1996, more
firing rockets at the United States Diplomatic Compound in

ia. Every time the United States obtains custody of a terrorist for trial,
ar message {o terrorists everywhere that no matter how long it takes, no
matter the-difficulty, we will find you and you will be held accountable for your actions.

During Fiscal Year 1998, FBI investigative actions prevented ™10 planned terrorist
acts. Nine acts were prevented with the arrest of six members of an [fiinois-based
white supremacist group who were planning fo target the Southern Poverty Law
Center and its founder, Morris Dees; the Simon Weisenthal Center; and the New York
City office of the Anti- Defamation Leage of B'nai B'rith. This group had aiso
discussed robbing an armored car u§ing a LAW rocket; poisoning the water supply of
East St. Louis, lilinois; and comyritting several murders, including a homosexual man,
a black female attorney, a merber of another white supremacist group who had
made derogatory comments about the Ary:‘?/Nations, and a former member of their
own group. The arrest of Byron Bazarte in-August 1998 prevented the bombing of an
unspecified target in Washington, D.C~~

. . i . , . .
Using the authorities provided urider Section 302 of the Anti-Terrorism and Effective

- /"
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number, the potential for destruction has incregsed as terrorists have turned toward
large improvised explasive devices to inflicliaximum damage. The ease with which
people can obtain the recipes for manufgeturing explosives and developing chemical
and biclogical weapons facilitates the potential of a major incident. As technology and
materials become more accessiblg/fhe possibility of misuse and subsequent fatalities
increases. One has only to iook af the bombing of the Murrah Federal Building, in
Oklahoma City, to see the devasiating potential for a terrorist act. Prior to April 19,
1985, no one would have believed that Americans would commit such a tragic act
against other Americans”But they did, and the potential for another such incident
continues.

Looking Forward

if there was ever any doubt about the lev comimitment and defermination that

- drives rogue terrorists 1o strike their perceived enemies, convicted terrorist Ramazi
Yousef provided a glimpse into thefiind set of these individuals. When sentenced to
life imprisonment without the posSibility of parole, Yousef boasted of his destructive
exploits saying, "Yes, | am g-terrorist and proud of it."

Today's terrorisis havelearned from the syecesses and mistakes of terrarists who

went before them. The terrorists of tomprfow will lear from the successes and

mistakes of the Ramzi Yousei, Usapd bin Laden, and others. Tomorrow's terrorists

will have an even more dizzying grfay of deadly weapons and technologies, including

chemical and biological agents-and computer networks, available to them for

committing their insidious gefs. We cannot {ull ourselves into a false sense of security

based on the capabilities-that exist today and the successes we have achieved. -
Rather, we must confirfue to improve upon our existing readiness and develop the

capabilities, technoldgies, and techniques that will be required to keep pace with acts

/
or

of terrorism in thefuture. q% h
The FBI has developed its Strategic Plan for 1998 - 2003 to guide us as we deal with ] 7 /j/

the chalienges and changing crime problems that face this organization. Under this

plan, we have identified as our highest priority foreign inteliigence, terrorist, and o :‘\/‘"\-‘L{D
criminal activities that directly threaten the nationai or economic security of the United ¥
States. Two of the strategic goals set for this priarity area are espécially relevant to

the problems.we are discussing today: :

- Prevent, disrupt, and defeat terrorist operations before they occur; and ~Z

- Deter the uniawful exploitation of emerging technologies by foreign powers, . Al V

terrorists, and criminal elements. <
3

Qur goal is to move beyond just responding to acts of terrerism, whether these [fﬁ ﬁ ,

terrorist acts be bombings here in the United States or in foreign countries or cyber £ " hET N

attacks against the national information infrastructure. We recognize that to be . ﬂv '

successful in the future, the FBI must become more proactive in dealing with these a/ Vi [hf-;

complex threats and problems. F o

Jwauld like to discuss several areas that [ believe are especially important to our
national response to the problem posed by terrorism. In doing so, | would like to
highlight some of the programs and investments the Subcommittee has supported in
prior years and our requests for the 2000 budget. For 2000, the FBI is requesting
increases totaling $9,000,000 for our Counterterrorism initiative and 207 positions (60
agents) and $36,742,000 for our Technology and Cyber Crimes initiative.

Rapid Deployment. The United States Goyefnment's response to the bombings in
East Africa dernonstrated the firm and ungduivocal commitment to responding to acts
of terrorism wherever they may oceur. Terrorists must know that if they act against
the United States, the FB! will pursue them relentlessly and for as long as it takes to
bring them before the bar of justice

Earlier, | described the scope ofthe deployment of FBI personnel to East Africa.

Based on that experience, in {He aftermath of the near simultaneous bombings in

Tanzania and Kenya, | direcfed the establishment of five FBI Rapid Deployment

Teams to provide a capability of responding to multiple incidents. With the funding you /
provided in the Omnibus Consolidated Appropriations and Emergency Supplemental 6
Act of 1999, we are esigblishing teamns in New York City, Washington, D.C. (2),

Miami, and Los Angelgs. Since the establishment of these teams, there have been /
three instances wherg teams have been placed on full alert due to the receipt of

http:/fwww.tbi.gov/congress/congress?9/freehet2.hitm C_4110/01 ‘
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increasing demand for basic and advanced ¢
require advanced iechniques, that cannot

For 2000, the FBI is requesting $9,000,000.t¢ construct a practical problems training
course at Redstone Arsenal as a firgt stegd foward improving instructionat facilities.
The proposed practical probiems trajaihg course would be comprised of a series of
mogk btuildings that would permit pore realistic training scenarios and exercises for
students,

rses, as well as speciality courses that |
met with existing facilities. -
o

State and local bomb techpitians may be among the first emergency responders to
encounter a terrorist device, including devices that'may combine the use of
explosives and a chemical, biclogical, or radiolegical-agent. Recognizing the
tmporiance for providing State and local bomb technicians with a capability for
detecting the presences of such agents, te FBI developed a multi-year initiative to
provide basic equipment and chemicatbiological detection technology to the
approximately 630 State and local bomb technician squads across the Nation.
Congress directed the Attorney General in the 1999 Justice Appropriations Act to
provide $25,000,000 from thg-Department's Working Capital Fund to begin this
initiative. For 2000, the Depértment is requesting $45,000,000 to continue this
initiative which is being prfanaged by the FBI. This request directly supports the
recommendation conjained in the 5-Year Interagency Counterterrorism and
Technology Plan tofrepare bomb technicians to address incidents involving a
combination of exglosives and chermical, biological, or radiological agents.

International Partnerships and Cooperation, I, as recent events seem to indicate,
terrorists are going to strike against the United States through its presence and
citizens in foreign countries, then it is {ngur national interest to develop and expand
"cop-to-cop” relationships with friendly foreign law enforcement, provide basic
counterterrorism crime scene related training, and share with them our forensic
and related technologies.

etoria were the first non-

e on the scene of the terrorist
ese individuals were instrumental
e host governments and local [aw

As [ indicated earlier 8! Legal Attaches from Cairo an
resident United States law enforcement officials to geri
bombings in Dar es Salaam and Nairobi. Both
in establishing productive relationships wi
enforcement authorities so that our mairbody of agents, technicians, and others
could do their jobs once they arrived. Our Legal Attaches provided critical advice to
local authorities on protecting #fé crime scenes so that key evidence was not
destroyed. And, as | alspbted earlier, our Legal Attache on scene in Nairobi was
instrumental in persuading Kenyan authorities to turn over to the United States tw>

= i = — S—

Transfer interrupted!

>

This Subcommittee has strongly supported my efforts to increase the number of FB!
Legal Attache Offices. | am hopeful that we can continue o depend upon your support
as we complete the four year expansion strategy that was statted in 1926,

Bath Tanzanian and Kenyan authorities expressed inferest in receiving training and

technical assistance so that they will not only be-tietter prepared in the event of future

acts of terrorism, but also out of a desire to.provide more effective basic law

enforcement services — modeled after thGse of American law enforcement -- to their

citizens. Investments in these typ coaperative programs, such as the

Antiterrarism Training Assist pragratm of the Depariment of State and the

International Law Enfarcentént Academy in Budapest, will help provide foreign law

enforcement with bagicknowledge, such as taking the steps needed to protect

terrorism crime sceries until the arrival of FBI rapid deployment teams and prevent the

contamination or'destruction of evidence that could eventually be used in a United Ul )
States Court 40 prosecute an international terrorist. . L {9 C”f_/'é Al

In support of the Attorney General's leadership efforts within the G-8 to strengthen ,
international cooperation to cambat terrorism, the FBI is developing the WorldFACTS - [
system, which will provide G-8 countries with access to four FBI forensic systems: < " 4/
EXPRESS, which correlates information from bombing crime scenes and undetonated _i(,f/ f’
explosives devices, and provides a reference base for explosives; comparing and /9
matching firearms evidence from shooting incidents and seized firearms; searching s Gl (57
and matching latent fingerprints from crime scenes and evidence; and storing and /f‘/
* }
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