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INSPECTION SUMMARY

The Office of Legat, Riyadh, became operational on 02/28/1997, as a result of the
November 1995 and June 1956 bombings in Riyadh and Dhahran, Qaudi Arabia. Previously,
Legat, Rome, had termitorial responsibilities for Saudi Arabia and the Persian Gulf region.
Initially, Saudi Arabia was the only country within Legat, Riyadh's, territorial responsibility,
however, due to the proximity and the need for continuity in Legat cOVETAge for the contiguous
" Gulf States, the couatries of the United Arab Smirates (UAE), Kuwaif, Oman, Yemen, Bahrain,
and Qatar were reassigned to the Legat. Legat personnel operated in a potentially hostile
environment due to the knowi terTorists organizations which had ties throughout the Gulf
Region. There was an on-board compliment of one Legat, one ALAT, and one Office Assistant
{OA). Management and operations wers affective and efficient, however, reasonable and
measurable goals and objectives had not been documented. Adequate training was afforded host
countries’ law enforcement entities and Legat personnel. Outside contacts with 32 represetl-
© tatives of law enforcement and American Fmbassies throughout the Gulf Region confimed a
strong working relationship with the Legat and staff. Legat Bassem Youssef had established
excellent liaison with the Mabahith, the Saudi equivalent of the FBI and was responsible for the
§rst visit by the Mabahith to the 1).S. Embassy. Although the workload in Riyadh alone justified
their presence full time, representatives throughout the Gulf Region believed that vigits by the
Legat and ALAZ pvere too infrequent Bv agreement with $hg U.S. Ambassador and,
e Legat did not nvestigative programs were ranked
as foliows: NFIP-IT, WCCP, apd VOMOP. The Legat did not conduct any investigations 1n the
NIPCIP, DOMTERR Program, CRP, and the OC/DP. The nature and scope of 1.S. based crime
problems, with their nexus to the Gulf Reglon were terrorism matiers, dne o supporters of
Usama Bin Laden throughout the region. The Legat's PIMMATY investigative focus had heen
directed towards the solution of the Khobar Towers bombing. Additionally, baged upon Bin
1 aden's reported involvernent in the planning of the East Africa bornbings, the Legat had been
preoccupied with Bin Laden's current status and whereabouts. Although all funds were
sccounted for, a deficiency was noted in the Field Support Account (FSA).
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BACKGROUND

The Legat, Riyadh, inspection was conducted under the direction of Inspector-m-
Charge Henry E. Ragle, I, from 12/05/1699 through 12/ 10/1999. Investigative and
administrative operations thiat have occurred since the Legat was opened Oft 0242711997 were

reviewed. Additionaily, an andit of the F3 A was conducted for the same period. This was the
first inspection of Legat, Riyadh. : '

Legat, Riyadh, was originalty established as a result of two significant teIToTism
hombing investigations in Riyadh and Dhahran, Sandi Arabia. When the hombings occurted in
November 1995 and June 1996, Legat, Rome, had termtorial responsibilities for Saudi Arabia and
the Persian Gulf region. The increase in FBL investigative activity precipitated a permanent '
presence 1n the region. Initiaily, Saudi Arabia was the only country within Legat, Rivadh's,
territorial responsibility. However, the proximity 1o other countries in the Persian Gulf and their
connectivity prompted 2 realignment of territorial responsibilities. Legat, Riyadh, assumed
ﬂperational, training, and lisison respongibilities for Bahrain, K uwait, Oman, {Jatar, Saudi

Arabia, UAE and Yemen.

The countries covered by Legat, Riyadh, were culturally diverse but united by
language, religion, apd ecopomic prosperity from massive crude oil reserves. Legat, Riyadh,
encompassed an arsa of approximately 7.8 million square kilometers with a population of
approximately 47 million people. Many of the countries in the region had long standing border
disputes, and the territory had experienced terrorist ackivity connected to Hizballah, Hamas,
Abu Nidal, Al-Quaeda, and Usama Bin Laden.

The Kingdom of Saudi Arabia oceupied an arca {arger than one-fifth the size of
the United States. A vast majority of the country was uninhabited and the terrain was desert.
Saudi Arabia encompassed nearly 1.9 million square kilometers and bad a population of
approximately 21.5 million people. The primary language of the monarchy government was
Arabic and virtually the entire population Were Mustim. Seudi petroleum reserves Were the

fargest in the world, v_.rhich supported a robust oil-based sconomy.

Karwait was slightly smaller than the state of New Jersey, but enjoyed a strategic
location in the oil-rich Persian Guif. Kuwait, primarily desert plain, had a land area of
approximately 18,000 square kilometers and a population of two million. Bahrain had a
population of 629,000 and a land area of 620 square kilometers, approximately three times the
size of Washington, D.C. Oman was approximately 212,460 square kilometers o =lightly smallex
than the state of Kansas, with a population of approximately 2.5 million, Oman was located at
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the base of the Musandarm peninsuls and adjacent to the Strait of Hormuz which was a vital
transit point for crude oil. Qatar is primarily a barTen das'sm:t, smaller than the size of '
Connecticut, with 2 land area of 11,437 square miles and a population of approximately 723,000,
United Arab Emirates was slightly smaller than the state of Maine, at 872,880 square kijometers,
with a population of 2.3 million. Yemen was shightly larger than rwice the size of the state of

- Wyoming at 527, 970 square Kilometers and a population of approximately 17 mailion.

The FY 2000 Agent FSL was two. The Legat and ALAT were on poard at the
time of the inspecﬂoﬁ. The support FSL was one OA, who was also on hoard at the time of
inspection. Legat voussef was fluent in Arabic and both ALAT Wilfred Rattigan and
OA Jamnmet H. Hardee possessed timited knowledge of the Arabic language. Despite the staff's
Hmited ability 10 speak in the language aative to the region, the general wnowledge of Enghish in
the region permitted the Lepat's office to commupicate effectively. :
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EXECUTIVE MANAGEMENT

: Legat Youssef opened Legat, Rivadh, on. 02/28/1997, and served as the Legat
throughout the ingpection perod. He was initially responsible only for Saudi Arabia, but spon
recognized the need for continuity in Legat coverage for the contiguous Gulf States, including
the UAF, Kawait, Oman, Yemen, Bahrain, and Qatar. Asa result of his insights and mitiaive,
these countries were reassigned from Legat, Rome, to Legal, Riyadh, Priorto his assignment i1
Riyadh, Legat Voussef served as an 3A in the St. Louis and Los Angeles Divisions, where he
specialized in torrorism matters. He served in a TDY capacity in Rome, Brussels, and Paris,
which assisted in prepanng fim for this assignment, Legat Youssef directly supervised an
ALAT and an OA, and was responsible for the development of liaizon with government,
intelligence, and law enforcement entities within the Legat tetTitory. He was successful in
sstablishing an excellent relationship with the Mabahith, the Saudi Arabian counterpart of the
FRI. Of particular significance, was the unprecedented vigit to the 1.5, Embassy by the Director
of Liaison for the Mabahith, at the invitation of Legat Youssef. This was accomplished within
three months of assuming his post. His efforts led to the establishment of direct communications
with senjor officials of the Mahabith, which had previously been unavailable to aty
U.5. Embassy persontiel. He developed a1 prganizational structurs for the office, established
administeative and operational contrals and procedures, and provided adequate administrative
oversight and direction to the other assigned personnel. He provided guidance and training to the
qumerous TDY SAs assigned to the office, as well as to the newly assigned ALAT. Hewasa
metnher of the Emergency Action Committes and the Counterintelligence Working Group, and
also attended weekly ataff meetings and Country Team meetings. The Lezat or ALAT attended
hi-monthily Force Protection meetings 1o discuss iSSUEs CONCErnIng the security of armed forces
personnel. His Arabic language ability greatly enhanced his effectiveness in dealing with
officials of host countries in the Legat territory. Ambassador Wyche Fowler called Legat
Yougsef a superior representative for the FBI, and noted that he was "just the right man" for thig
position. The Depuly Chief of Mission in Riyadh, Albert Thibalt, Ir., stated that Legat Youssef
had done a great job, possessed excellent interpersonal skills, and was very reasonable. His
subordinates described him as having an open-door policy, and as a responsive and hands-on

MAnages.
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STAFFING

ALAT Rattigan was assigned to Legat, Riyadh, on 02/03/1999. He was
previously assigned to the New York Division from 03/10/1988 through 02/02/1995.
ALAT Rattigan roittnely interacted with other embassy persomnel and was universally
commended for his helpfulness and responsIVENess. The inspection determined that
ALAT Rattigan began studying the Arabic language and had impressed local law enforcement
officials with his knowledge of the Arabic culture and language. The Legat described the ALAT
as a capable individual and noted his positive attitude and work ethic. The OA enjoyed working

with the ALAT and commendad hs professionabisa and his open and posiiive demeanor.
ALAT Rattigan consistently contributed to the successful operation of the Legat's office.

Former ALAT Mark Sofia was assigned to the Legat, Riyadh, from 02/14/ 1997
fhrough 01/24/1399. Former ALAT Sofia’s participation in & significant public corruption
investigation while assigned to the Chicago Division, required his intermittent reburn for pretrial
preparation and testimony. The inspection determined that although former ALAT Sofia made
positive contributions, his absence from Rivadh for approximately eleven monihs of his two yeat
assignment had a negative nnpact upen the Legat’s investigative efforts.

The following SAs weTe assigned TDY 10 I.egat, Riyadh: Michael L. O’Leary,

111441997 through 03/2 1/1998; Joseph Manarang, 08/29/1 908 through 10/27/1 958; and
Beth Dawn Babvak, 09/20/199% through 12/12/1899.

Diane S. Fdge served as the OA from 08/03/1997 through 08/08/1995. She was
previously assigned to the Atlanta Division. During her tenure as O, she was assisted by three
TDY support personnel. ' :

O Hardee assumed the OA responsibilities i Riyadh on 07/28/1999. She
previously served as an QA in Paris and Rome. Asan experienced OA, she was assigned
clerical, secretarial, and financial duties 25 well as the automation support and Communications

. Segurity (COMSEC) responsibilities. Since women were not permmtted to drive in Saudi Arabia,
the OA coordinated transportation for the Legat's famly 25 well as transportation for TDY

personnel.
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ADMINISTRATION

The Legat Office pperated in a potentially hostile environment which required
appropriate COmCErn for the physical safety of all embassy employees. Awareness of security
concerns was especially evident as a result of the Khobar Towers bombing i 1996 and the
earlier bombing of the Office of Persormel Management, Saudi Arabian National Guard, both of
which resulted in deaths of American. SeTvicemen. Security precauiions had been imstituted by
the Legat, Riyadh, which inchuded the procurement of two armored vehicles assigned to the
Legat and ALAT. The Regional Securty Officer (RSO) provided regular briefings to all
embagsy personnel regarding security, and the Legat of ALAT attended bi-monthly Force
Protection meetings at the embassy to discuss the threat ascessment to U.S. military petsonnel in

the region, The Legat was also a member of the Emergency Action Committee.

1 egat Youssef was responsibie for establishing and organizing the operation of
the newly opened Legat office. He ensured the effectiveness of adminisirative operations
through direct supervision and proper delegation of administrative responsibilines o his
subordinates. Throughott the inspection period, he supervised a qumber of TDY personmel and
coordinated the travel of personnel who participated in the Khobar Towers bombing case. His
supervision of the Legat ofiice was enhanced by his language ability and knowledge of regional
culture. The small size of the office permitted him o regularly discuss administrative,
operational, and program jssues with all Legat personnel. He reviewed and assigned leads and
covered the ALAT’s responsibilities during lengthy periods of absence. Legat Youssef was
oblized to personally address pumerous requests for assistance from field offices and FBIHQ due
to the heavy workload and significance of the Khobar Towers snvestigation. The inspection
Jetermined that the Legat had established and provided appropriate administrative supervision of
COMSEC, mail handling, records maintenance, and security matters.

When Riyadh was imtially opened, it was only responsible for the country of
Qaudi Arabia. Legat + onssef recommended that responsibility for six other Gulf Siates
contignous to Saudi Arabia be added to the responsibilities of the Legat, Riyadh. These
countries inctuded the UAE, Kuwait, Oman, Bahrain, Yemen, and Qatar. These countries shated
a commonality of language, culture, and geographc connectivity which suggested that placing
these countries under the same Legat would be beneficial to investigative efforts in the region.
Early on in his agsignment, Legat ¥ aussef established relationships with members of the
Mabahith, the Saudi equivalent of the FRI, which was unprecedented. Even more noteworthy
was the visit of the Director of Liaison and Sensitive Operations of the Mabahith and his deputy
to the Legat office. No members of the Mabahith had evet visited the embassy prior to this
occasion. Legat Youssef also established a favorable relationship with the Director of the Naif
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Arab Academy for Security Sciences (NAASS). As a resuit, the Legat was mvited to present a
ceminar on money lanndering at the Academy to high-level banking officials of the Al-Rajel
Rank, the largest bank in Saudi Arabia.

1, addition to the liaison contacts in Saudi Arabia, Legat Youssef developed an
impressive liaison base of prominent law enforcement officials in the Legat territory. These
included the Director of the Abu Dhabi Police, the Commandant General of the Dubai Police
Foroe, and the Director of State Secutity in the UAE; the Director of Kuwalt State Security and
the Director of the Criminal Investigative Directorate of Kuwait; and the Director General of the
Bahraini Criminal Investigative Directorate.

Legat Youssef voiced stwong support for the EEO Program and EAP during his
mestings with employees, as well as, in informal settmgs. At the time of the inspection, the
Legat, who was hinself of Middle Eastern hentage, supervised a minonty ALAT and a female
0A. Throughout the inspection period, he supervised a number of TDY personnel of various
tacial and ethme backgrounds. The Legat devoted time to educating each employee regarding
the characteristics and sensitivities of the culture of the region. Legat Youssef encouraged two
employees to seek assistance from the EAP, FBIHQ.

The inspection determined that the FSA account had not beexn properly reconciled

for aver a year at the tune of the inspection. The Inspector ;ssued an instruction to correct this
deficiency.

The ingpection determined that file reviews, Performance Summary Assessments
(PS As) and progress reviews were not conducted by the Legat throughout the inspection penad.
The Inspector issued instructions to the Legat to establish procedures and ensure file reviews
were conducted, as well as, PSAs and progress IEviews. In addition, the Legat had not conducted
a required property jnventory as directed by FRIHQ, property listed on the Master Property List
was not accounted for, and property was found in inventory which was pot inciuded on the list.
The Inspector issued instructions to the Legat and FD-HQ to cormect these deficiencies.

The inspeetion deterrr;ined that Legat, Riyadh, had not established reasonable and
measurable goals and objectives. The Inspecior recommended that Legat, Riyadh, formulate and
Jocument such goals and objectives.

Legat Youssef had ot conducted regular visits to the six countries, which were

inciuded in the Legat territory. This resulted in the fack of coordination and liaison with
embassy personnel, as well as, limited liaison contacts with law enforcement apencies in those

nnI0DTE37
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countries. In particular, relations with embassy personnel in vemen were found to be strained
and ineffective as the result of the lack of a presence by Legat personnel. The inspection further
poted that operations would have benefited from 2 division of responsibilities between the Legat
and ALAT. The inspection noted some difficulties experienced by the Legat were the result of
overextension of geographic responsibilitics, and operations would have benefitted by
reassignment of certain countries to other Legats. The inspection noted operations would have
wenefitied from visiis to the embassies in the Legat territory by FBIAQ personnel. While FBIHQ
personnel had visited Riyadh, Qaudi Arabia, these vistis were related to specific case mAtIeTs,
including the KHOBOMEB investigation, and were not celated to a review of Legal operations.
The Inspector made recommendations regarding these matiers to the Legat, Rivadh, and

Investigative Suppotl Division {ISD-HQ}

“The inspection found that the efficiency of the Legat gperations was adversely
affected by inadequate office space which was not located in a Controlled AGCESS Aren (CAA).
Plans were underway 10 move to new space, but these efforts had taken af jnordinate amount of
time, and no date for relocation was scheduled at the time of the inspection. The Inspector
recommended that the Legat and 1SD-HQ aggressively pursue offorts to secure suitable office

space for the Legat.

The inspection noted that a Technical Secutity Cpuntermeasures (TSCM)
inspection had not Heen conducted for over two years., Une of the reasons cited for the delay was
the anticipated move to new office space inaCAA. ATSCM inspection had peen conducted i
May 1999, The Inspector provided the Legat with a routing slip setting forth the need for anmual

" TSCM inspections.

LIAISON

_ The Legat established and maintained effective ljaison with law enforcement
entities for the purposc of supporting its investigative mission. Liaison contacts with gach of the
host countries Were yiewed as excellent, Linison contacts within fhe local police and se:curiti

forces were noteworthy Gaudi Arabia. B agreement with the UJ.S. Ambassador and @) A
the Legat, Riyadh, in host countries duzing the inspection period..
: 5

The lizison contacts Were extensive and well documented. The Legat, Rivadh,
maintained contact with law enforcement and security representatives within each of his assigned
countries. Those contacts consisted of representatives from the Mabahith, Saudi Arabia;
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The Legal's primary lizison contact was with the Mabahith
Riyadh, Saudi Arabia. The Legat, Riyadh, had limited contact with the
This was determined to he th

and the NASS in

e Legat, Riyadh, '
offered training to each of the police and seeurity organizations within its territory. Law
enforcement officials from Bahrain, Kuwait, Oman, and gaudi Arabia received iraining from the
Legat office, congmsting of countexterrorism, WCC, money {qundenng, majoer case management,
and interview and Interrogation. '

Representatives from various police forces confirmed that a positive working
relationsiup existed with Legat, Riyadh. The Mabahith cited several INsANCEs in which
investigative assistance nad been rendered by Legat, Riyadil. Major General Adul Aziz Al-
Huwairini, Director of Liaigon, Mabahith, indicated that the FBI was the only western law
enforcement agency having direct liaison with his office, and characterized the relationship with
the FBI as exceptional. As a result of the Khaobar Towers bombing, the relationship between the
FRI and Mabahith improved tremendously, General Al-Huwainni commented that the Minister
of the Interior had instructed him to cooperate fully with the Legat office. -

The Direcior of Liaison for the Government of Oman stated that the level of
cooperation between Legat, Riyadh, and his government was excellent, and that his government
would like to establish direct contact with the Legat, rather than having to interface with the
RSO. The Undersecretary of the Ministry of Interior, UAE, also gxpressed a preference to have
direct contact with the FBL He commented that the FBldid a very good job in the region.

Qheikh Mashal Al-Jarrah Al Sabbaah, Director of the KSS, characterized his
relationship with the FBI as "strong” and rhuilt on mutual trst.” The Sheikh referred to the
Legat 48 00 of his trusted advisors, which he defined as a cadre of people that he felt
comfortable to consult with on qumerous maters. The Sheikh considered the FBI to be pariners
with the K88, He prominently displayed a photograph of himself, the Minister of the Tnterior
hohamimned Al-Sabaah and Direcior Freeh.

Lieutenant Colonet Saad Mohannini of the Qatari SSI Jescribed the relationship
between the SSI and the Legat, Riyadh, as excellent, He noted that Legat, Riyadh, tad arranged
for two officers from the SS! to attend the NA, but they were unable o pass the physical

T L e
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requirements. Efforts were pending to identify other officers to réplace these candidates.
Ligutenant Colonel Mohannim expressed a strong desire for the FBI o establish a separate Legat
office in (Qatar.

During the inspection, 3 total of 32 individuals were contacted to include key staff
members at each American Enbassy within the Legat’s territory 1o assess the efforts of the
Legat, Riyadh. Legat Youssef was well respected and was considered an integral member of
the country tearm in Riyadh. Ambassader Fowler characterized Legat voussef as a supeth '
representative of the FBI and indicated that the Legat had been mghly Suck fal in the Khobar A
Towers bornbing investization. The Ambassador commented thatug\‘?d Legat Youssef
worked very well together. Ambassador Fowler characterized the Legat as the right person for
the Legat position. The Deputy Chief of Mission, Al Thibault, I, characterized the Legat as anl
individual with excelient skills, very reasonable, and especially outstanding in his ability 10 deal
with people. The RSO characterized his relationship with the Legal office as excellent.

Favorable comments were expressed by other Ambassadors and staff members
within the Legat's terriiory. Ambassador John Craig, U.S. Embassy, Muscat, Oman, advised that
he enjoyed an excellent relationship with Legat Youssef. Ambassador Craig advised that the
Legat’s point of contact within the embassy was R3O Edwin Guard. RSO Craard advised that he
nad a meamingful and productive relationship with Legat, Riyadh, and that Legat Youssef bad an
excellent retationship with local law enforcement in Omart. _

The U.§. Ambassador 10 Babrain, Johnny Young, advised that his office enjoyed
4 fine relationship with the Legat, Riyadh. He noted that interaction betweel the Legat and
embassy personnel was conducted freely and without restrictions. escribed
his relationship with Legat, Riyadh, as heing very good, and atated that Legat v qussef responded
to matters in a timely MAanuer. ) ced that the relationship could be enhanced 1f
Legat Youssel visited the termitory on & MOLT frequent basis.

The U.S. Ambagsador 0 Yemen, Barbara Bodine, characterized her relationship
with the FBIL as very good. The Apnbassador explained that she dealt directly with the
‘Washington Fietd Office (WEFQ), foliowing, their involvement in a kidnapping matter in Yemen
in 1998, She had limited contacts with the Legat, Riyadh, and considered her contacts with the
WFO preeminent to her relationship with the Legat. She viewed the Legat, Riyadh, as a
rEacilitator” and opted to dea) with the FBI through WFQ. She welcomed the Legat to Yemen
for investigative purposes, but enjoyed a close relationship with WFO, based on their continued

efforts to assist 10 several kidnapping matiers.
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The U.S. Ambassador to Kuwait, James Laroced, described the Telationship
between his embassy and the Legat as "fine,” which.he stated was not made in 4 pejorative
* manner. The Ambassador added that the frequency of the contacts hetween the Legat and
himself were appropriate for the volume of activity in the region. The Ambassador had not met
the ALAT uniil they were introduced on 12/07/1999. The Ambassador said that he was a firm

believer in the "team” concept and acknowledged that the Legal was a valyed part of that team.

Based upon the numerous contacts within the Legat's territory, it was determined
Legat, Riyadb, had established positive and valuable relationships with the numerous law
enforcement dgencies within its territory. The Legat provided noteworthy support (o
international law enforcemet effotts, especially in the atea of cooperation and unprecedented
access to information from host countries involving the Khobar Towers investigation. Legat,
Rivadh, had not conducted regular Visits o ail of the six countries which were included in the
Legat territory- This resulted in lack of coordination and fiaison with embassy personnel, as well
as limited liaison contacts with faw enforcement agencies in those countries. The inspection
recommenced that the Legat contact each Ambassador 1o enhance laison and operational
effeotiveness. It was 2ls0 recommended that the territory be divided between the Legat arud
ALAT, and the Legat pursue accreditation with the Ambassadort in Riyadh, Saudi Arabia for

cach country within the Legat’s territory.

INVESTIGATIONS

Legat, Riyadh, prioritized its investigative programs as NEIP-IT, WCCE, and
VOMOP. The Legat did not conduct any investigations in the NIPCIF, DOMTERR Progrart,
CRP, and the OC/DF. The Legat conducted a timited purnber of AP investigations. NFIP-IT
matters were identified as the first investigative prionty, based on the volume of leads received 1
the FCI and INTERR. subprograms. The large number of leads were atiributed to the Legat's
strategic location in the Middle East. The second investigative prionty was WL, based upon
the volume of leads received from field divisions pertaining {0 fraud and related financial
matters. The third priority was tisted as VCMO, due to the number of intexnational parental

Kidnaping leads.

Legat, Riyadh’s, crime problem prionties were properky documented, identified,
and priontized. A number of law enforcement and security entities in the Gulf Region identified
terrorism as theit most significant concern. The immediate goal of many of the terrorist Zroups,
to include supporiers of Usama Bin Laden, was to drive the L3, out of the Gulf regioil. Most of
the terrorist activities in the Middle East were targeted against the 11.8. and its citizens. Drespite
this concern, ¢ach host government expressed a willingness to cooperate with Legat, Riyadh A
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‘The Legat, Riyadh, addressed several international parental kidnaping matters,
although the Sandi Governrent will ignore U.8. taw and recognize the rights of the Arabic
parent. Asan example, during June 1997, a Saudi national took his daughter with hum on 2
business trip to Saudi Arabia, and later ra’fusad to return the child to her JERCH mother, who had
cusiody rights. The father was indicted in the U.S. and while efforis were underway by the Legat
10 assist the mother, the child was extracted from Qaudi Arabia. The mother refused to fumish
any details regarding the extraction. The Saudi Ministry of Foreign Affairs accused the embassy
for orchestrating the extraction. Legat, Riyadh, petitioned the Ministry of Foreign Affairs and
had requested assistance from the Mabahith as well as the Counsel Section of the embassy.

Legat, Riyadh, provided assistance in other matters, including an Oklzhoma City
Division ITSMV investigation. In 1997, the division conducted an investigation targeting an
individual who acquired vehicles in the U.S., but failed to pay off the Joans and later reported the
vehicles as stolen. The investigation revealed that the vehicles were shipped to the Kingdom of
Saudi Arabia. The investigation was coordinated with the Mabahith in an effort to locate and
interview persons to whom the vehicles were shipped.

An analysis of Legat, Riyadn’s, investigations determined that 2,389 cases/leads
were opened and assigned, of which 204 (7.8%) were NFIP, 189(7.3%) were WCCP, seven
(0.3%) were parental kidnaping leads, 1,692 (65.4%) were administrative leads, 122 {4.7%) were
DOMTERR leads, and 375 (14.5%) were other miscellaneous leads. A random sampling of 500
teads were reviewed, of which 281 {56.2%) were handled on or before the established deadline.
There were 119 (23.8%) Jeads which extended beyond the established deadline. There wete 38
(7.6%) leads which were covered within 30 days of the deadline, and 62 {12.4%) leads which
were coverad within 60 days beyond the deadline. At the time of the inspection, 268 leads were

pending, of which 79 (29.4%) were beyond the established deadline. The inspection determined
{hat the delinguency raie Was due to administrative delays and a failure to close/cOVeT the leads
from the ACS. The Legat advised that the ACS was ofien not accessible due to techmical
problems. During the interview of the Legat, it was determined that many delays were due to the
time associated with rranslating the related documents into the applicable language, Arabic and
English. Some delays were the result of leads occurnng i countries in which the Legat was not
accredited, and therefore, he was obliged to refer those leads through the various RS§Os. The
Inspector recommended that Legat, Rivadh, seek accreditation in each country within his
terrtory fo facilitate the expeditious handling of leads. The Legat did not maintain an

pnaddressed work file.
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The inspection determined that Legat, Riyadh's, role was essential n the
resohution of important investigations impacting the Gulf Regiom, and in addressing terrensm
activity directed against U.S. interest throughout the world. The investigative initative '
demenstrated by the Legat personne! gignificantly enhanced the FBI's capability to obtain
investigative assistance from law enforcement and intelligence agencies fhroughout the region,
and contributed substantially to the resolution of criminal investigations impacting both the
Gulf Region and the u.s. '

TRAINING

Legat, Riyadh, successfutly promoted the intermnational law enforcement trainmng
PrOgram, which strengthened celations with the host law enforcemernt SETvices. Legat, Riyadh,
was instrumental in providing a yariety of traimng o regional law enforcement. The training
provided to the local services sensitized them to U.S. Govermment legal requirements for the
prosecution of {nternational terrorists and enhanced the FBI'S working relationship with the local
law enforcement SErviCes. :

A variety of trafning was provided and presented during the inspection period.
Legat, Riyadh, was the first U.S. Jaw enforcement entity to be ipvited to present training at the
NAASS, Riyadh, gaudi Arabia. The NAASS was equivalent to the NA and conducted traiming
for twenty-Two Mjiddle Eastem countries. The Legat made presentations oF coordinated training
1o officials from the countries of Saudi Arabia, Bahrain, Kawait, and Oroan which related to the
topics of Money Laundering, Financial Institution Fraud, interview and interrogation technigues,
crime sCEne investigations, poitilast analysis and Video Images Graphics Informmation
Transceiver (VIGIT) technology. Legat, Riyadh, also personally provided a presentation to the
Kuowait State Qecurty (K85} regarding the Word Trade Center bombing. FBIHQ sponsored two
courses at the request of Legat, Rivadh, in Oman for the Omani Internal Secunty Service and the
Royal Oman Police. :

During the inspection period, Legat, Riyadh, sponsored Six representatives to the
NA, two each from Qaudi Arabia, Kuwait, and Bahrain. The Legat also nominated thres other
NA candidates, two from Qatar and one from Oman. The Director of the XSS praised the Legat
for his assistance in nominating KSS officials to the NA. S '

Training initiatives facilitated by Legat, Riyadh, enhanced the FBI's relationship
with the law enforcement agencies, particulaﬂ}' in the crime probierm arcas that had a nexus in
the 1J.S. Operational, security and safety training afforded the Legat staff was adequate. The

ALAT has imtiated Arabic language training, which will assist in his efforts in the region.
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