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i SURROUNDING THE ATTACK ON THE
UNITED STATES ON.SEPTEMBER 11, 2001

WEDNESDAY, SEPTEMBER. 18, 2002

1].8. SENATE, SELECT- COMMITTEE ON INTELLIGENCE AND
17.8. HousE oF REPRESENTATIVES, PERMANENT SELECT
COMMITTEE O INTELLIGENCE,

Washington, DC.

The commifiees met, mﬁumamhw to notice, at 110 am., in room
&H-216, Hart Senate Office Building, the Honorable Beb Grsham,
Chairman of the Senate Select Committes on Intelligence, pre-
giding.

Senate Select Committee on Intellipence members present: Sen-
ators Graham, Levin, Rockefeller, Feinstein, Wyden, Durbin, Bayh,
Edwards, Mikulslki, Shelby, Kyl, Inhofe, and DeWine.

House Permanent Select Committes on Intelligence members
present: Representatives Gosga, Bereuter, Castle, Boehlert, (iibhons,
LaHood, Hoekstra, Burr, Everett, Peloai, Bishop, Condit, Roemer,
Harman., Boswell, Peterson, and Cramer,

Chairman ORaAFAM, [ call the Joint Inguiry committee to order.

We are here Emﬁm because 3,025 innocent people, most of them
Americans, were killed 53 weeks ago when tervorists stunned the
werld by hijacking domestic airliners and crashing them into the
World Trade Center towers, the Pentagon, and a field in rural
Permsylvania. We ate here today because so many Americazis have
been perzonally touched by these horrifie events.

We who are privileged to serve in the Senate think of our col-
leagues and gtaff a= a family, And the Senate family, espacially
those of the Seleet Committee on Intelligence, suffered & special
loss. Terry Lynch, whoe had turned 48 one week before the attacks,
was married and the father of two beautiful daughters, Tiffany
Marie and Ashley Nicole. For more than two decades, he wag a
anmﬁ gervant. He spent several vears on the bipartizan staff of the

enate Intelligence Committee, where he was our expert on Middle
BEastern affairs. In 1899, Terry lefi government service and becare
& consultant.

On September 11, 2001, Terry was aftending a meeting at the
Pentagon on the subject of extending military survivor benefits to
military families, Every day, Texry's family and the SBenate family
mourn his loss. And we have him on our minds and hearte today -
83 we begin the public hearing phage of the joint inquiry commit-
fee’s review of those avents of September 11,
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The FBI% Handling of the Phoenix Electronic Communication
and Investigatlon of Zacarias Moussaoui Prior to September 11, 2061
Eleanor Hiil, $taff Director, Jodnt inguisy Staff
September 24, 2002

Introduction

Wr, Chairmet., members of this Join Cetomittes, good moming. I appreciste the
appartunity ta sppear befare the Committees ones again. Al ourlast heanng, we
dizcussed mfarmeation the Intelligence Community had svailabie prior to September L1,
230 | regarding the Seplember |1 bijackers, Today, I will discoss:

¢ The July 10, 2001 elegtronric communication (EC) from the FBL's Phoenis
fielg office to FBI headguarers,” alea known as the "Phaeniz meme"; and

2 ‘The investigaticn, prior ta Sestember [ [, 2001, of Zacarize hoaszaoul,

As Tmentioned in discussivg gur work concsrming the Seprember || kijackers, 1
wanl to again emphasize Lhe significance of these areas when viewed colleetively, Three
areas were avallahls in the same seation at the Feders! Burssu of Investigation's (FBI
headquarters in laie Atgust 2001, Twe of these areas wers addressed in the THrector ot
Central Inwelligenes’s (DO Countertermariat Center {CTE) at approximately the e
time. Mo nne eppamnily saw the patential sollestive sigrificence of this infarmation,
feepite the incr4asing concerns thraugheut the spmmer af 0L of an impending Lerorist
attack.,

The Phoenle Elecfronic Communication

The Tain: Inquiry $taff's interim statement o the Committees on 3epiember 65,
007 dizcuszed the indicatjons of an impenling tetrorist deweted by the Iorelligence
Comminity in e summer of 2001 and the wamings that intelligence requlted in. In thas
same timefmme, an FBI special agant in ths FBI's Phoetix ficld officer genermed 2
dnenment thal has been sobseguenthy deacribed in medis repaits as the “Fhaenix, meme.”
It 15 knaown within the FBI s the Phoeni Electrentc Communication, or “Phosnii BC.
"B {3 an FBI term of art. ECs are the primary type of desument used by the FBI for
internzl commussicatians. In this slaement, we use the terme “Phoenix merno” and
"Phoerix BEC interchangeably.

The Joint Inquity Staff reviewed the Phoenix EC srd its hendiing by FBL
headquarters with tee foflowing guestions in mind:

«  What did the EC 2ay?
s Why did the special agent write it?
¢ Whn handied il within FBT headquarters and what reaction did it elizil?
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+ Dges FBI headquarters” handling of the document illuminsoe any broader,
systetic prableams witlin the FAIT

Intradustian

On July 10, 2001, & Bpecial Agent [SA) in the FBi's Phoenix Divigion sem an BC
to individeals in the Usama Sin Ladin Uit {IBLL aod the FEodical Fundamesealist $init
[REFUY within the Counterterrassm Division at FBE headguanters: end to sevaral S48 on
am Imtematienal Terarism snoed in the New York Fietd Office, Inthe BC, the A
cuilined hiz concems that there was a coondinated effor naderwey by Tzzme Bip Ladin
ta send stodents to the United Siates For civii aviation-related waining. He moved that
there were an “inordinate number of irdividuals of investigative interest™ sttending this
bype of training in Arizota and speculated that this was part of an efform to establish a
cadre of individuals in civil aviakion, who would be in pasition to condoct ierrorist
aokivity in the fubure.

The EC eanteined o namber of recommendations that the agent asked FBT
headquarters ¢o consider implemenling. Apparently, the communication did not raizs any
alarms &t PR headnuarters oz in the Mew York office. In fest, Mew York pecsonne] who
reviawed the BC found 1 to be spooulative and not peetigularly stgnificant, Mew York
afready knew that many Middle Erstert: flight stodents, incloding several asgoetated with
Bin Lardin, trained in the United States, They beliewed (har Bin Ladin needed pilots to
tramsport goods and pereonnsl i Afghanistan, and, at the time, viewsd pilots conneced
ta Bin Ladin in that [ight, About 2 week after it§ eesipt, headnvarters personnel
determined that ne fotlew-up aclion was worranted on the Phoenis BC meommendatioaz,
Mo managers ot FBI headquaners took part in 1hat decisian or even zaw the
comminication before Septemmber 11, 2000 Mo ane spparently considered fe
stgmificance of ths Phoenix BEC in light of what else sanfronisd the FB cosaterterzotist
teatn dusing the summer of 2001: the unprecedented incresss in terosist thoeat reposting,
the investigation and arrest of Zacarias Moussaous in Asgust 2001, and the possible
presance of Bie Ladin assaciztes al bihdhar znd al-Hazmi in the United Stabes,

{ur teview of the clecmmstenees semrouncing the Phoenix mema revaals s numher
of waaknazses at the EBY that, if lef unoarsected, will contnoe o undarcut
eountertermorist ffarts. The FBI kandling of the Phoenix BC Is symptomate of 4 focos
on short-termn eperationat privrities, oftes at the expense of lang-terms, strategic analysiz,
Trroughout this review, we have found that the FBI's abiliiy te handle stratcgic analytic
produsts, sueh as the Phoenix BC, was, af hest, limited prier to Seplember 11, 2001.
Inadequate information sherng within the FBL, partiewlady betwean the opetationsl and
analytic units, is also highttiglted by our review of the Pheenix BC, Sevorsd of the
addrossses on the BC, especially ot the supervisory fevel, did not recelve it prior o
September 11 due m linttetdons in the sisctianic disseminasion systern. Thase limitations
are cansistent with the complaints we have repeatedly heard thronghout this inquiry about
the FBI's technoiogy problems. Finaily, the case-driven, law ¢nfercemnent appraach,
while fmperiant end extremely productive in renns of the FEIs traditienal missian, docs
not peneraliy “incentivize' attention o big-pieturs, proventive analysis sd stretegy. This



458

On Thueesdony, Sentember 4, 2005, FEL headqnarters sant a teletype 10 the
Intctigense Cemonusity and other 1S, SGovernment agenctas, inctuding the Federal
Aviation Administration (FAA), providing information about the Meussagu
itvastigation. The teletyps nated that houssacui was being held in custody bat did nai
deseribe any pertioular threat thet the FBI thought he posed, for example, whether he
migkt e conmected 1 a larger plot. The eletype alse did not reeommend that the
addrazseas take cny zetion or book for any addironai indicators of a terrorist attack, nor
did it provide any &nelysis of & possible hijacking theeat oF provids ary speeific wamings.,
The [wllowing day the Minnespalia case agent hand-carricd the teletype to two empioyees
of the FA & 's Bloamington, Minnesota affice snd orally briefed them on the swius of the
investigation. The two FaA employaes told the Tnint Inguiry Staff that the FEE egent
did gar somvey any sense of urgency about the teletype and did ned agk thers o take any

spacific action regerding Moussoou. He just wantcd to be sure the FAA had et ved the
cahle.

Frior te Seprember L1, 2001, no gme at the FBT canvassed other individoals in the
custody of and sooperating wilh the 1.5, Government in connecticm #ith past lerrorism
ceges 1o sea if any of those individuals knew Mowsseo,

The final preperaticns for Moussaoui’s deportation were underway when the
September 11 astacks oecurmed.

Corclezicn

The steff kas described three seriag of events — pertaining to al-Mihdhar and al-
Hazmt, the Bheenix EC, pnd Facarias Monssaoui — each of which raises significant
Juestinns irs their owe fight. I the wake of the September 11 attacks, they also ilostrate
the danper of seeing avers in solation from each ather. In aur view, taken together, they
¢lesrly demonstrate how our counterte marist elfonts must be based on 4 comprehensive
and current understanding of the averali context in which terroctst netwarks like al-
Cre'ida operats.

The Hrst matter tnvolved Khalid sl-bfihdhar and Nawal al-Hozmi, the twa
hijackem wha cetme to fhe attention of the Intelligence Commnanity in early 2003 bot
sihgaquently entered the Unitsd States unobserved and undstected later. The Inteliigenes
Community suceseded it detertiniteg that thess Bin Laden operatives were traveling in
January 2000 ta Badaysia and in coHesting impartant informalion aboat them. The
systern broke down, howevat, |n making the best vse of thet information and in enswing
chat it wag effectively and fnlly shared with agencies, like the FBL the Stale Department
and fhe INS, that could have acled on Lt to sither prevent them from entering the United
States or survedl thern and uncover chetr actiwites whilz in the Tnited Stetes.

in addition, the FBI znd the CI4 had responsibilitics to respond to the Ocieber
2000 attack on 178§ Cafe. Boach had information that the other needed to carry oul those
respansibilities. But at s key meating in Mew York an June L1, 2001, the ©14 did nat
pravide to the FBI information about the Malaysian meeting and its panicipants that

!

467

could have assisted the FEI in its invesligation, These events reflect misunderstandings
that have developed over the last several years ahoat the uze of infunsation dedved from
intellipence pathering activities in criminal investigations,

The problem af cammunication demonstrated by the di-Mibdhartal-Hazmi story
existed not only between the CTA ang SRL but also within the PRI iself. Cuee it was
determined in late August 2001 that Khatid al -Mihdhar was in the United Siaves, the
seareh b delezmine his whereabouts was constrained by FBI polictes and practices
zegarding the use of intefligaace information in FEI eriminat mvestigations. This limited
the teaoutoes that were made avaitable for the FBI to condugt the search durtng a time in
which al-Mihdher and al-Hazmi wem purchazing their September |1 tickets and dtgveling
w4 their last eallying points,

The second matter - the Paoenix BC - also iustrates the ntstlizence
Comrnumity's strength and weaknesses, An FEI field agent perceived, amidst a prafusian
of cases, that temoriss coold use the well-gevelaped aystem of flight waining sducation in
the United Slates te peepate an attack sgaimst ve, The fietd agent understond that it was
enessary to go beyond individual casss and to ondertake an empirica! analysis broader
than the geographic limits of a singls field offfes. The idea was submitted o FBI '
headgnasters, whers, for & vadcty of redsons, it generated shmast no interest, First, ng ane
gleaned from the FEI's own recards that others al the Buresd had previously expressed
crnosms abaur pozsible terrarists at 1.8, flight edusation institetans, Secend,
anticipating futurs thrests bas not besn & significant part of the FRI's general apprazch ta
jis wark. Third, the highest levels of the Intellipenes Community had nat communicated
effectively 1o its personas] the critieal irmpoance of anal yzing informatien in light nf the
Rrowing Ewareness of on impending terrerist attack in the summer of 2001 Finally, EFEL
management did oot perseive it would be useful to simply alest others gt the FBE e the
danger shat ape of its feld offices pereaived.

A= For the third ristier, ong o see in the pre-Septemtber 11 handling of ths case
of Zacerios Moussaoui 2 myopie focus within both the FBI and the [HT's CTC on the
sage 0t hand, An FBI fieid agent and his supetvisor saw 4 potetitial threal, wers
concemed about ke passibifity of & larger plot to targst sirlizes, end reported their
coneests to FEI headguarrers, The Moussaou! infermation was also gnared with the
DCl's ©TC, But, neither FBL headquarters nor the DCT's CTC linked this infonmation 1@
wamisgs amanating From the CTC in the summer of 2001 abaut an jmpending lemorial
attack, net did they see a posaible connectian ) information aveiiable on Auguel 23,
3031 that Bin Ladin opgratives had entered the Tnited States. The same unit at FEI
headguarters siao had the Phoesii BC, but still did nat acund any slazm oellz.

Ma ane wil] ever know whether 8 greater focus on the connecton betwsen these
events would have leg to the uncaveling of the September 11 plot. But. Slearly. it reri gt
have drewn greater attention to the pessibility of a terrorist mback in the Unitad Staies,
genrated a heightensd statn of alot reganding sueh dttecks, and prompled mock
apgressive investigation and inteliipence gathering regarding the infarmeticn cur
Gevernment did possess prior to Seprermbet L,
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